
SAMPLE NOTICE TO CSU STUDENTS REGARDING ILLEGAL FILE SHARING 

Dear CSU Student: 

This communication is being sent to all students as an informational item, not because you are 
suspected of participating in any illegal activities. You are strongly encouraged, however, to 
read and understand its contents. 

The Higher Education Opportunity Act (HEOA) of 2008 requires universities to make good faith 
efforts to ensure compliance with copyright law as it applies to illegal file sharing.  The 
information below is provided to help you understand the serious legal and financial risks 
associated with copyright infringement.  For example, did you know that when you use most 
P2P file sharing applications to get “free” music and videos you’re most likely also sharing those 
titles to virtually anyone on the Internet? 

While these file sharing applications may be used for legitimate purposes, it is illegal to use 
these applications for the unauthorized sharing of copyrighted-protected materials such as 
music, movies and software. Furthermore, these applications often have unintended security 
consequences, such as exposing your computer to viruses, spyware and other malware. 
Unfortunately, file sharing has become so commonplace that most students do not understand 
the potential consequences of downloading and using file sharing software. 

Indeed, anyone committing copyright infringement is subject to civil and criminal penalties. 
Individuals found liable for civil copyright infringement may be ordered to pay either actual 
damages or "statutory" damages of not less than $750 and not more than $30,000 per work 
infringed. For "willful" infringement, a court may award up to $150,000 per work infringed. A 
court can, in its discretion, also assess costs and attorneys' fees. For details, see Title 17, United 
States Code, Sections 504, 505. Furthermore, willful copyright infringement can also result in 
criminal penalties, including imprisonment of up to five years and fines of up to $250,000 per 
offense. Copyright owners can, and often do vigorously seek out illegal file sharing and hold 
individuals accountable. 

For more information about copyright violation and penalties, please see the website of the 
U.S. Copyright Office at www.copyright.gov, especially their FAQ's at 
http://www.copyright.gov/help/faq. 

Colorado State University takes copyright infringement seriously. Academic excellence and 
integrity in research create expectations that everyone in the CSU community respect the 
intellectual property rights of others. CSU regulates the use of IP that is created, used, and 
transferred by faculty, staff, and students in order to assure that the rights of IP owners are 
protected, the reputation of the University is upheld, and both employees and students alike 
have the opportunity to share ideas and creative works without fear of either inadvertently 
committing, or becoming the victim of, IP pirating. 

http://www.copyright.gov/
http://www.copyright.gov/help/faq


Therefore, in addition to any legal penalties, students who engage in illegal file sharing or other 
forms of copyright infringement may face disciplinary action by the University.  Any network 
violation will initially result in the student’s network access being disabled, then a report of the 
violation will be sent to the Student Resolution Center.  Based on the nature of the violation 
and student’s conduct history with the University, a disciplinary hearing may be scheduled to 
determine if further disciplinary sanctions are necessary. 

In order to restore access to the network, the computer must be taken physically to the 
Computer Repair Center (inside Morgan Library). The Repair Center must verify that the 
computer has been cleansed of all file sharing programs. A minimum fee of $45 is assessed for 
this service. At this point, network access will be restored. 

Detailed information regarding the student conduct rules and processes noted above is 
available online from the Student Resolution Center (http://www.src.colostate.edu).   Thank 
you for your efforts to adhere to good Internet citizenship, and to protect yourself and the 
reputation of the University. 
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